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(Xt=) Gartner, Innovation Insight for a Safety Critical, Safety Critical Practice, 2016. 10.

(23 1] CPS ZIHO|| M2 XtMTh AfOIH Hote| JiE st

ol(WannaCry)?t 22 Mz FE O] AlolH S o3t AFE A S 3l
= ool B 7he A AAF EoMA L ok 9], [oTeF HEo] &8, A3 2t
ol gt Aol 349 7Hs/d2 7IE Aol Heob ol AE &, 75, AHlA
ol 52 S FHoldo] (1™ 113 2ol A3 A4te] HdS BAsHoF she 97t
A GjEal low, LTERG 4] vl WhE 21&2 A% 5G] 83tz Qs 244,
Z412] 9l gt 2] Al & Ao At 2AXA Hel7|ed] ¥ A= skl
AUet.
wehA, B poAE 43} AFRJEPAIT Q] HAl 7] Q=] CPS(Cyber Physical System)
o] ZTHAHQI At AFA gHE I A A (resilience) THS ZHE 3= AT AL
olH] Hot7|&y wAH Het /gl WMo} SUi9] F8552 R&D FF 9 AR AtolH
Het dY7eE9] A 53 AWET|E Jith

0

. AO|H 324 2 XIMITH HOotV|s HM St

A 100} ¥zk AfelH] BQb7] &L Az do|(zero-day) FHoI APT 3242 Wol3t

HEEAI2E7H 3



771453 2019. 10. 2.

A3t FE]FE(anti-bot)olH I EE HA|ok= MEHA(sand-box) 7H#o] S4S
FAc}. kAT FZolle FW oA 1P 7 et S, Eﬂ*éz%lcﬂ, 7HMEEst HF9L T
4, Ant $A7E &85 A2t 7 5 M2 FEQ] Atold] ARl HHAjo] HIlE]

R

A Aol RS L B B3 Belsto] Fujelo]x] AT 2 Alo]y] B
ALES H [E 13 2

(B 1] Sl F2 AfO|H 2ot

LM AL H|:
20184 1€ UE 7hySHH A4 5,800 & = S atiel
20174 5 #dQo] 2l43210|(WannaCry) Z(F HH, £ 2k) '
20164 12 L3210} MHSAH HEA SZH(IARE FHH) !
201644 119 =2 1P Ftm2t sh =
20164 9¥ MiraiOll 2/t loT CJHIO|A Ci% DDoS 34 afiel
20154 1€ O} AL THA o
20144 62 6.25 MO|HESZ(S2 a1iZ) =
20134 3¢ 320 AOIHEI{(EIR FQ Q12AL 3BT MY THR) '
20114 3¢ 33 OxA A= R/, I8, 28 AO|E) '
20104 6¢ 0[2+ Stuxnet &4 AO|H 54 afel
20094 7¢ 7.7 OEA A, D=9 Y2714, IS, 2HA0E) =
20004 4% 0] F-35 ®EJ| 7Y oY atel
20074 4¢ 2H-OIAELIOF AO|EHZ
20034 14 SO 25t 1.25 QIELICHZHDNSAH OfH]) e
20014 7¢ TS YHORIAIS M QHEZ FOH 948) '
19984 6¥ CIH BOI2IAMS = 95, 98, ME %%)

Rt=): RIS SYEASSHIE Ty, 2019. 7.

o|2} 2 Atolw] HRbARILSY] AIE WSS V|ECo 2 AAXJEE [1F 2]9 Zol
20179 4do] A HiAztel(WannaCry) 42 BAZ stof @A Ald=S 444
QA7 A SAIH] HRIAZ|2 o] s = I o= o Sstal 1], ol 7IEd] ol
4 AFade S FEAZIE LHEQl A doieks 28, MS 9=9 o SRl
A E= AH HAIR] E5(SMB) 94 E9] ForS oF8-sto], Il HIEQ A §
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Gen V

Mega /
O 7H=2 1t
— ANzt s

Generation 5 -Approx. 2017, large scale, multi-vector,
mega attacks using advanced attack tools and is
driving advanced threat prevention solutions.

Gen IV
Payload

Generation 4 —Approx. 2010, rise of targeted,

Gen I unknown, evasive, polymorphic attacks affected most —— J.L” O|E |:/E|_ ‘f:g _g_zj‘
Applications businesses and drove anti-bot and sandboxing
PP products.

Generation 3 — Early 2000s, exploiting vulnerabilities ———» ESfel I
Gen I in applications affected most businesses and drove App Tl - ‘:'J‘l- IPS
Networks intrusion prevention systems([IPS] products.

Generation 2 — Mid 1990s, attacks from the internet , o Do E
Gen I affected all business and drove creation of the Lﬂ EdIa = —|J-|' Firewall
Virus firewall.

Generation 1 — Late 1980s, virus attacks on stand-alone s H A HH A
PCs affected all businesses and drove anti-virus |-O‘ E* —Ql- e
products

1990 2000 2010 2017 2020

(Xt=) Check Point Infinity Whitepaper, 2019.
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1851917 WEQl Aoz kT

wpeba] ZHAA B )& He] SAS 2AZ 1T AAHS] FHekdo| tigt w7t 324
(mega-attack) AAIZF tf-go] A 7]& 7N 2 Ol ZoE Holn, AJAH]|
A&ot1A ot BE AR & ATHE Foiohr] Aol ID &)l 78S AA= Zero
Trusttt SOARS] 7i'd @0l SAI) AtolH Eet 7|& 7ol F4lo] 8 ZoE AgHrh

o 1P
o

2. 2= AMH HoVls g s&t

oS

424 AHAE Y] 22 Fto R tAE HARY o|go] 2FA AP == 7HH],
7FEYE AlA AtolH AIATFRE 20184 1,1419) E8olA 20199001 12419 &
2 8.7% 44T Aog Agstal 12l o]of Wt vl=, EU, 5=, €

2 AfolH] HQE Fopo| 59| FEHL S5} Q5] Afo|HEE Ak wlAsH =9
AtolH] HF BEA-E gtfstal Qltt.

AfolH] HQF HofolA] X119] H7]|& FAES HA3 vl=-2 20184 9¥, At
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O] AtolH] HQpE ZAote} 7]& Ao "Rst “w7F Ate]¥ HAH(National Cyber
Strategy)™& YHSIAOH, 72, ohfE T2 FEY 7|49 A& it FA}
NMEL 71aS 281 Aol JYshs ABFEYE0] Hl= AtolHERL AFAF29] S
BJoHHA AR ERE Fofof Mol NAAQ] FrAS Ao g Aor Held

EUE AtoH ZHE7]321 ENISA(European Union Agency for Network Information
Security)?] o] S+ 71|, BAE systems, KPMG, 7FAHA], Avast, F-
Secure 59| H7|YPE0] AU Afo|HERl AYE FESkAL Ut 53], 20199 6EF
Bl APJHERPA(EU Cybersecurity)o] Aol w2} ENISAS S4HL2 7|3 7] <l
SUTE B2 do A FF AUy HEY A H&EHE AlFol digh HRISAE
Q7% F o7 dAtHL

T2 20179 6EHE S HolA IT, &5, olYAl, 58 5 58 AnZhE &%ot=
719L HolHE BtEA] S5 ol Ao, S5 FF7F 87T A5 HolH As=
SALE St AtelH HMS ARSI, 2017¢9l= *}O]‘ﬂ = ARAT} AfolH 9]
=7 8 % o] BT 55 ZHE St =7} Alo|HESL MRS
Aol ERQY 7|2 AT A4S}, AtelH 33t 4 8 5 9/ Fo= FAH] AU

Y22 20199 5¢ AtolH] Het FAS HHohs ST A& Alo|HEQE e ol A
=191 NISC(National center of Incident readiness and Strategy for Cybersecurity)
7b AfelHERE 20195 THSIAOH, AHFE2 2020 FE=HT AoIHtd &,
[oT HHlol|A HREFS} AtolH QFAALLLS] FX], Hil 9 tf g A FAHL=E 4= o]
At} Ato|HEQE MR = 201740 S92 =] thigt 43} EoM S F3 Aol
SAT ARG mE F2 QL] AB|A ol g Bt AASHAL, 1Tt
Aol HQRRIA = I3t “Afo|HERt QIAY/E ZETH S HHSIU

_4

. XEMIC EOH7|= JHY S

AOIHER & Ihe

ITPo] T, @A) Aol Bel7|&0] /b8 S22 u]2g 100%% 8 ), EU
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File Analysis

Digital Ethics

Data Classification

Privacy Impact Assessments —,
loT Security

Integrated Risk Management —

Daesign Tmnklng]

Blockchain for Data Security

expectations

Digital Risk Management

Corporate Social _| |
Responsibdity

IT Vendor Risk _ "'
Management

Chaos Engineering

Prédective Analylhics

Enterprise Fraud and
Misuse Managerment
O Privacy Managemeni Tools

End-to-End Risk Management —

Z1ZAEE - A Het

Saecunty Rating Services

Data and Analytics Govemance

— Bimodal IT Operations
- Privacy by Design

Enterprise Mobility _
Management Sudes

SIEM —

. Enterprise Legal Management
— Corporate Compliance and Oversight
Disaster Recovery as a Service (DRaaS)
\ ' Hazard Risk Analysis and Communications Services
| \\ E-Discovery Software
Crisis/Emergency Managemeni Platforms

|— Cloud Access Security Brokers

L operational Technology Security
As of July 2018

Plateau will be reached:

O lessthan 2years @ 2toSyears @ Sto10years 4 morethan 10 years @ obsolete before platea

(Xt=2) Gartner, Hype Cycle for Risk Management, 2018. 7.

(23 3] GatnerAt] fIF&2| 7|& XML Eo7|& EY o

I

89.7%, = 85.5%, B 83.2%, = 81.2%2] =o|H, uete] Ato|H KL 7]|&
2 7%, 88§, &8s DANA BlsHAl 14.5%2] AR Holil Sle Jor ¥ P’S}

RTH2].

ZAI Het 7S FsH e 4% (1™ 313 Zo] v] ZEEUARL /St Sho] L Afo]
Z(Hype Cycle)Z &8dh= Aol §-&3ltt. o] Ae]E2 71& £(Technology Trigger),
719] J&(Peak of Inflated Expectations), @&(Trough of Disillusionment), #|
5(Slope of Enlightenment), 23443 Q4 (Plateau of Productivity)?] STHAZ +4
Hu, AN Eo|E Y9 FE 19AR] ZIESTaA o Y5k ATH14].

7FEUE Aloly d#E]E 7]F0 R o] Chaos Engineering, Digital Risk
Management, Blockchain for Data Security, Design Thinking, Integrated Risk
Management, IoT Security, Privacy Impact Assessments, Data Classification,
Digital Ethics, File AnalysisE& 194 EQ7|&2 dSstal, 294 7|&=Z+ Security
Rating Services, Data and Analytics Governance, Bimodal IT Operation, Privacy

by Design, Predictive Analysis®2 9A}stal Qtt.

JESAIEE 7
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el
y
. ~SIEM
loT Security Healthcare Master Data Management (SO LA 21 PHE)
CIEHICT $8 2h (A0} z0t) T
- . Automobile IP Nodes
Digital Security
(ADI=E AlEL=oH (i)
Operational Technology WLAN IPS
Security (PMYEXUT =oH
(MRARIOA A 0L
Blockchain/Distributed Data Loss Prevention o
Ledgers (AlAEH soh é:’lon,irig_’ﬂ,'tz_l‘“sﬁii’;‘e"t
(:'*5 TE|3 29h (HI0IE] 22h TeEEm s =
E-Discovery Software
(Cixie Z24) Next-generation IPS
(Y YEYT 2oh
Mobile Malware Protection —— Video Analytics (CCTV- 221HKIZEA)
QyT=RN)
- Externalized Authorization Management
(e1z/2171 71) As of July 2017
Innovation Il‘r‘]eﬂaalzeo ‘S Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enllghrenment Productivity
Azt v
Y7HxI2] 712k o 2 ol © 240X 513 @ 50]4f 101 A 104 0y ® 2its =

(K=) IITP, ICT 7|&+FXAE 1A, 2018, 5.

(2% 4] = HOIMETI0 QI3 RMITH AOIHECH J|& Ol

o|F EHE I HFAE7FE0] Alo|HERY 7|& TAFoA] AH/dSt sto] Ato]ZofA]
= [138 4]9}F Zo] Blockchain for Data Security, Digital Security, IoT Security,
Mobile Malware Protection?] 471 7]1&€2 %EA|Z] Zo] 2 E o|EH2]. Y AR
= A 2 2 IT FolA= AlolH S4712] Astet tifit Atols| F-Zo tiy]
Sto] ofd fFAMIE &4, EHol AHEA, & Zrudy, TH|]l 37 7le 1=st
SH0o] FolA AL oH, 10T/OT FYollM= AS/Q7F Het Zed &=, &A/H87]
=, 133 SRPESAINNAE FoA= it /EddE ALESE AdH wet 7]
=9 #8353}, &3}, AVle A8 EAEE 485t Eq—/lff- TE7]&0] ZAH Hbl&
of 77t € Zo=E HQth

2. HOt 2O0HE =Y S

Y HO1&L 0T W 5GE 7|40 & st A2 ZeE9) otd-AlFA T g
ALE FAS7] A3 Aols Bt A F3hg LR oF W7k 2o AARE e
= = 53914 Atoly 917]1#2](Cyber Risk Management)S EX2 7|& 7ido] A5
g Zo= Ay
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TebA A HRAA] FRE olFUE Het Y] 49 Ve MEERY Y
S Al T 7S &-8sto] SARS] st oA o= tf-&5h= A5 ol(Predictive
Intelligence), 733 ¢19] Araeh52 B3l v FAE BRIk FEEAEAI(Behavioral
Analytics/Anomaly Detection), NEEJEQ] j&F EFfLS HS A ol= A5 B
QHAutomated Security), ¥ Hio|g A8} FH|o] tf-goh= x
Security), 2|&37F A2 EZ Q31 Ho[8HE Abs AAIStE Dark Data A#7]& 59|
AAY Het7le fEeY] FRE 4L AR ASHH

T3, =7F Ao A= ARIESE 2AHAY =7 1EE RS sl £44/9%
Ao g AE= Aol 349 Zstof| giHste] FATAER 7IeiAl= AE_AE AR
of Zctst= o] &4l AtolH] BFAEE 7HE 1 AtolH Z AI1(Cyber Kill Chain) 7€
HOF supply chain®l Wgt B9 55 H7}7]<%&(Security Rating Services: SRS)&
st A4tE Zo=x HQlth

i

7}. SOAR

A &”] Heto A e 3 AAEC] H}O]EV\ AT APT 34 A $-3]5t0] 343517
A3l A=ERZRJNEE FfotdA HojAE2 e HiolZA 7]LQ‘ Al ~H Het 71540
B Yt FAIE Eolal it o9 E}E} AlAH] HeE7]&2 7]&2] NAC, ESM S4lol
A SIEM(Security Information and Event Management)olb} UEBA(User and
Entity Behavior Analytics)?} o] 21 djo]g 9] AA|ZF 43} AI=XQE BT F4
07 7l&ddo] AU

SIEMZ HEHZ, A, AEZRIE H F7tofA ‘?—i’\“ﬁ}—‘i s
fls AAztom HtES REHPS= 7ed 542 #41 o, UEBAE ML
7IRto 2 dERRJEA WRAESS F7Htew s A B t3sh= 7leolzt &
< Otk FZoll= SIEMI UEBAS] &8 7id o2 A4 k2 fgd= A2 +
Q1= EDR(Endpoint Detection and Response)°] XAt A|AEIESE 7|&&2 FHE I
AUTH.

i)
ot
2

Wi
AT
it
o|o
filo

o
o
r
nt
i

N

1% 5RO BME X Bl 714 A8ste] AT Bk, 9 gAE
2 9% dolelS BMsle] ALgA Aelo] e g Y U FE3} =

AAIZE iS5t lon, MSe= WAl P Al 7]so] HEE &3 Het SR AH(SPE)=S

JESA71EE7H 9
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aste] 2,0009 olH U] AW @ obgFE EH 1809 o4 H(Bing) HwolA
A7E TSt AAIE B 242 agsta Qi

Hulo]A HetgoAe HHMd Hulo] A9} JoTol| Higt Hel7|s A7 EEsH
AP 9lor, 5G HHMU O] A-8sh= FA Y AFNY AolEE B wi2A A2
Zo g AgH} 1 59 FjollA+= wHtd w413} MDM(Mobile Device Management)
= SHLE 7]& Zigo] FAHIIOY, tl= FollA= 71&9 AITYAE WAl g5t

zotd Y EYA} HHMY JERERIES Hodk= 7les°] MEHL U

2 o]
7] 2o Azto] 34 5 Ael® $HE= W =7 o8 Al FHFH avt
How ggd o U JAERI AF A 7les T
3} 2X|(Hardening) 7|&<& F+dst= Hielug] Z=(Binary Code
AF7F AeP= o] Ft
SHAIRE TRt SSEOIA TdsHAl E8He AZEFoERE F ok FS A53ftt
= A2 A 715 R dorE HEdE VHe R IS HA[SAL
£ A5 SHote 71ed ARTS Ad FE 9 4528 SHE /o] FXIEHA A
o] SRM(Security Risk Management) 9% EHAIA U4 Ao A=t
TS, SWoll A" EdS ArF gAY Fdsty] ffet 7led HWel it
HOM 24 A4 B A AdVlec] Az e 7R, AL Y AHE
7195t} QF 3AS Aldstal, WAE HF e A4r AAS A HE HE
2= 439 A7IotEd AtolH M52 e Aed AelHed H871e(CTD= &
u

A5t A2 Aol

e
1
N,
2
tlo
olN
o>,
o
fu

ox,

2418 glolg B 1A Y| YA AF-AF 410 oFHEt HlolH S5 B
of 3HH, o= QI3 N U5l FAARE F tho|ut ARA AT 7|uke] Hot
oz} 1AL 93 A FHF o A E T 9t

LPN(Learning Parity with Noise)S 583t A% AREAF 915 T2 EZ2l HB(2001)

10 www.iitp.kr
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T = AAATF 7€ L=t 875 olo] wz} ID AHE=} FRAASA
€ HAE = e AEYA, SAAA, B S el JIF571E2] F9T ARA]

PAM(Privileged Access Management) 7]&, Ao th-&ot= H|ZYA o|H|d A2
ufo| = 7]<&, OtE] fraud ¥ ID #TE7|eE T A+E ZAOFE HQth

gt A HEHS Eet

HEHT Het2 Yo (Firewall), A WFAIAILF(APS), DDoS FolAl2 ], ¢l 1§43t
HWARS 422 dsf oy, ol AES2 s7H F4, ZREF, &l
= 5% FHZE 7 Aol 7Ied FAE =SSt vk mEbA A HEY s
I skeles A &40 e o =S LA

7= N, i‘j}‘i [oT ARIA HEYA HoE 913 AlolHg4 Hf-g d37|& 7,
24 HEHA He&o] S4 7leMd do=s BT Agolth

SDN/NFV EQF 7]&e EEI—O T 714t SDsec(Software Defined Security)2] 7H'g.2.
2 E T on, AAF st Holqlgo], CSA 5°] SDN/NFV Z3&
Hebe et 73St Lﬂléﬂa EHE 5 Het SDN 7|t et <lof, SDsec AEEH,
SDN/NFV A58 H7|&S @dstA 7fdsta Sl

>_.5%

ol [oT HQF
42} AHFE O] AHAEHOo R ETQ= [oT HAV|E /NS XpAg EotoA 71
FEH= g9oltt, [oT FX EUle obd T2 03 HX&S SHA L vf$ 8HE £

ool ulEhe] Ul F4 et SA=TRlE, AA=

RSV 11
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AAE ToT BAE o= ob3] &3] upeto] HaL JA| eiet. Et, AN Ay dloE]
+ 2U8FY AP HolHE =M HolHE 4, A&, vjEsh= ERFONA]
H]2jEsto] ofgt JHJIFEESE £ 7]E oz AHEIL .

AA= ToT S AZslAbEo] Alget 2 st=do 89 SEY €32
ThFSt DY EQE tufol A7 ARy, A/ [oT tHte] A8 RTOS(tinyOS,
Contiki, RIOT 5)°llA P2 A5 HAIA —‘jré"é eL 0*271% | AS= A M2M

Z9d], Gemalto”}

¢}

&

ot

N,
N
r [¢]
olN
bl
2
B
of
o
H
O
[
X
E
>
2L
ol
N
ﬂﬂ>
l‘_&
=\é
-
i)
)
o2

dEY & =
AsskaL, g, oj=wd, e, ZAAY Fo] B2 ToT ACIESCIE A5k
AL, Aol HW A S4I4] BA72E Addte 20474 Ht 712 vEA
| Aol
ojof we}, A ToT EAFHANA = Hto] FHefet 43 Hutol22 /44 ToTol
EYLE HJAFHAE 752 AlSshe BF IoT Et ACIERC] & A2 71719
et FAYF Hte] AM¥7le 7ido] "astH, HW AF-d% 5ol Aelet o7|F
Huto] g 913t 717] S5 Het ARt /A HutelA He, 580 53¢

H HOF HW 2E 5 IoT HHo|A9] 17HgA HA-S 913t Het 7|& 7do] 8¢t
Zehe-T/HHolE 7|9k [oT AHIA S04 Bt A 9 Zefo|HA] S S 95t
ARALHRI [oT A7 Bt AH|A E30F 7]&0] FHEE|ojof ’6}111 A=Y IoT 71719
FHPHE o8t sf7ol gJgt 7171 HIRIZF F&-E Alofstal B4l 49| HlolHE EI5to]
AtolH Aol ES Wolohs BHE AS/AEA ] € #A 1*%117150] 4 N
ZoF HQITHS].
o2} §HA 5G olB5FAIYI AAE 0] Pre-5G B4l 7|4t o HSl 7|&, LPWAN
| 71%, 0]71% ToT ¥4 HIEYA HtS {3t 97 A= < Alo] Secure GW
71 M 5= F8 AFAY Eofoltt.

Z]olulx
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O

123 glom, S AAE BEal] 98 Secaas D 7MY 7]3e] Hl5S
Agstol Mok Aul20] Gy e, FLE BN B Ak B )0l
54 740] 753 DA% B9 7MY BRE V)& o] 24T YUk B3, SDsec
9 NFV 874014 ool 54 474, 4% Alol, 7HA14e s 98] vES
= sfo|Hutold, AHFT YA AYH AH-29K 5 A JHSE B B
AE 7% Aol Ay Foltt

Zetos obEA Hojold Hopd B4 9@ 34 Aue dveld ZHst YEga
oS 714 o] o277k 54 Fol ShE Ao s} elxet met
7% e wEs geoln, [oT 71719 Aeier Ret9ld HnE Sste] thurel
dolgg 14 Aol B4 dolHE gusly] 9% 714 Aol avET.

Ab 5G/EHEY HQE
5G YEYFO Fo 4 &&= 20Gbpse]1, BAA R 10GbpsY &5 {45}

7] el e B A5kstE &Y olsEAl 471 /Y, LED-IDE o8’ 27+

el Ala" EHENA 7 7Y, 2GHzH S LTE/WLAN AP& 283 W34 UL
U Al2" AR 53 22 ol s EAANAE d5E FATIE A7 S AE Aes
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ojof gko] 5G mutd HtoME =AI7IHE SH2E DDoS 54 WS LTE W

27 Qe Bte JIWo R 56 Y thE BAY #Ee] Hokgo] ZAR] wet
5G Bt 72, 2 Alo], TefoluiALE, Bet RUEY U B, 56 Bok Ezs 5o

EFA1Q1 7I& #okollA= vttt &9 EEEEY AR A, B2 AFA
g A, AL BA= gt st=xg B 5= 1185k BOScoin, ICON, 122
X, E2F 5o] ZHE NS APFo|tt. 9 TZAEZAE D-CENT(Decentralized
Citizens Engagement Technology)®] ¥4 AWl o Z3HE 7i4H2016), DECODE
(Decentralized Citizen Owned Data Ecosystem)] AHIE AQF 7|Wto] EAME ARl
2 Hlole] AEjA 75, MHMD(My Health My Data)®] 7iQl 247 Hlol& ] 474/
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EA4E ®B%, BLOOMEN(Blockchains in the new era of participatory media
experience)?] 2491 7|HF Zdl= HQE SHOGANAI(World's first real-time solution
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(1] IBPIEHEFANE, URE JEES FAAE", 2019, pp.8-12, pp.19-21.

(2] 1ITP, “ICT 7|&E2A A", 2018, pp.154-155, pp.167-174

Bl FA7|9HAE, “FA71Y 71E2=W(2018~2020)7, 2018, pp.6-15, pp.35-37.

[4] TTA, “ZAIHERY, ICT EEHZH, 2019, pp.305-313.

5] FsPIEHEFAIR/ITP, ‘A8 AsAt Ht HE 2 o383t B4, 2017, pp.28-30.
[6] BISTEP/FAFEEH, “ICT 8% ALRHERE 714718, 2018, pp.9-29.

(7] A=, “§ESd 71& 9 ESBS, TP, F71&5%, 2017. 6, pp.17-19.

8] AAY, “AutE F/AJE ToT A=t © AT ToT EF 71&7, ETRI, 2018, pp.21-25.
9 841, “ES5AQl 71& ¢ A+ 5F E4(TM)", KERC. 2018. 7, pp.4-10.
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[
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[
[
[
[
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]
] Check Point, “Step Up to Gen V Cyber Security,” 2019. 8.
] Gartner, “Global Information Security Spending To Exceed $124B In 2019,” 2019. 4.
] Gartner, “Top 10 Security Project,” 2018. 12.
4] Gartner, “Hype Cycle for Risk Management,” 2018. 7.

]

]

]

]

Gartner, ‘Innovation Insight for a Safety Critical, Safety Critical Practice,” 2016. 10.
HOMRA, "20199= olF AAIH EQl& 97HA", 2018. 11.
18] HRbRA, “ZpAHf HbS o dA+tsflof & R&D HF & 67HA", kA, 2018. 11.
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AFAA o) A A”l(Industrial Control Systems: ICS}2 AFY 57 A|ojof| A& of
2 o] AlojA A" H B ASAIAEE Qu]git ESE ICSe= A Alo] 9 HlolE
4% (Supervisory Control and Data Acquisition: SCADA) A|AHE], EAMA| o] A| AH]
(Distributed Control System: DCS), Z21#{HE 22 AEEZ(Programmable Logic
Controller: PLC) 5= &&5to] =Y 7|4t A[d 9 34 59 di-t2 AdRE Ao
FI7 A9 Qe AR AILFEZMA] S 4 AUTHIL o]23t ICS+= dRtdor A,
=&, = 7k 4 718 8% dustet BlEH E94 ZRAAE Aofditt

o|ZA F83% JQxato] AHEEE ICSE 100%2] 7H-/do] " asitt= AL oJv|st

=
o A, B kA 2 AL AHAT FHE A9 Suno AREoA 4% &
% Stk ER ARE AGHE AMAAY THL 59 A9, AAHOE 1 )

£ 18714z skaL 3len, 7ks SA Al AIRFE 9F 33,000 m=9] H|-go] ARHE:

*

E Y82 At $AATL(m 042-520-8133, mgkang@sit21c.com)OllA]l F2QJ8HA)7] BT

g
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7129 IT(Information Technology) A|AEF} [CS&= Ao EHOF ZHof| A KOl &3
HEYD & UEYA HE B4, 715 & ge4, =94 1484, AR A%,
SIS(Safety Instrumented System), AZE o], sj2|ZF], Hot Q&7tA] 10714 #H
oA Zpo]HE Holil IuH2]. whebA 7]E9] FHAIAH FofoA BESkal Qe Het
HAS ICSo A-8sh7]0ll= A7 .

APoH EQE Fofo] AA=52 ofu] Kt F R tis] vt oA o< Al
AFom =& 4 U= Bt H7F =70 it ;S AIYSEAAL, FA ARESEAL itk
u]=9] P HEE7|EATA(National Institute of Standards and Technology: NIST)
ol A= ICS2] APl EHS {17t FAIRIR BERPES 7Esto] Algstal leH([1], A
olwjr ot W QluztH §7|3¥HCybersecurity and Infrastructure Security Agency:
CISA)Ol A= 1CSQ] Ato|H Bt 7 =291 CSET(Cyber Security Evaluation Tool)
£ Alookal ot ESH YEO] JPCERT/CC(Japan Computer Emergency Response
Team Coordination Center)= IFdsHA B7F 52 A5z SSAT(SCADA Self
Assessment Too)E 7 € AlFstal Ut

o|¢} Zro] ofg 7oA = A 2Fstal U= ICSOl tigt AtolH o] tf-g517]
A8l AElE A7sto] Afo]HESE A U3 A5, I, JISH ALHES] Aol
HEQF AA &} E, ZJ8AF E3(CPA), CC(Common
Criteria) Q1% = XSk Qleh. 2 oA ICS Ao|H ot} ARt AA AL FA4]
of = A AHHESoH, FF oS WUetx AT

II. ICS ALO|H{EQF 25t

1. AO|HERH & QIZ2tE S 7| 2H(0|=)

ul3 CISAL Alo]s] 1023 Hols7] 98] HEVST Geisi vl g9 mrt
QrAsta ©E Q] Qs F5517] a8 712 US-CERT(U.S. Computer Emergency
Readiness Team)®?} ICS-CERT(Industrial Control Systems Cyber Emergency
Response Team)E 20184W F3toto] A= 7|olrt.
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o|8h TARFEIA FusIat Alolwlneh & Qluet ok A|&jwt FuE AF
T, 71 A4 FR3Ae] Bt A8 BelE 7RSPA Sh, F7hel B4 49L B

Aol AT HIERA B, S AtolH Ko, Qe 5 B A 29, v 54

3 B oto], ul=r [SAS] 7191 ASCI(Automation Standards Compliance
Institute) AFstA]l ISCIISA Security Compliance Institute Society Interest Group)
E HA5taL, ICS S0 Aol s HA8 AR 94 A0 IE HAAS &4
SRt ISA-624435 A RECE TSI

ERE, v=9] NISTOlA = ICS9] AtolH et et FAIXY 2SS /N3t A
Sotal 9lor, thEAQl FA|= NIST Special Publication 800-8224], SCADAA| A
g, DCS % PLC®} #2 AojA|2"] 45 Esto] ICSE Eadhz Rl digt A3
= ASTT o] EAE ICS B GHHAQl Al E] EER X0 gt 7/]_E Algstal o]t
AIAgo] et ARl 91F H FoFS Al T S1dS ¥slsh] fgt AR Het
A AG3t o] EA= §H, 9=, G, o= 5 o7 UetollA] I&H AL Q1o

W, 2t 719 AFS wERd §FS Fn A1

2 QUL TRY

AW E Q7] ENISA(European Union for Cybersecurity)= 1824 of

glule} sEkEEl2ol fAIskaL loH, - Adete] Aol HERES FAISEALA} 20049 A
HE 7ol

ENISAE 3 Afo|HESRl A& ok
4= 9 UtE Aol Abalof] Hf8F 4 UEE A HUstal Utk

ERY, ENISAE HYERD 3 FE Hetat fdd 2A] B3t fHAdde] 42 9 e
o g 9 FHS A FshH, = FHAY 717 R 7ol AR o m FHobd S

r
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3. AP IEE S HH(E=)

F=9] AL 77 |HtE SAIE(Centre for the Protection of National Infrastructure:
CPNDoIlA Aolgt =7} lzeh= w717t 7155kl 288 o&ske o ash Ald,
AIAE], ARIE, AH AL HIEEYA 9 ZEA|Aoln) of7]ols B AH|AE ofyA|qt
AR ARl 9 9 3t Ald) o g Qs Horl HRtt A7 7, A E 27
T xobEITh ESE 13719] =7 QlEgt RE o= S5t =1, &5 AR, oflvA|, &5,
AE AR A, 7 %5 9 22 AYstieH, i 24 AolH, Axfo|&-F, |
g, dig 24 771, 24 ¥F 2= EFcto] o-&stal dnt AtelH gl tigt tiy]
= YA W EQPAE| (National Cyber Security Centre: NCSC)oAl t-g-5kaL Qlct.

NCSC:= qo@ AZE AuA g 22 Tgsts Q2 ATshl, A RS E=4]

o=

rl

7= 59 AY AE(Certified Assisted Products: CAPS), J15H AHHEE(Cyber
Security Professionals: CCP)Q] Ale|HESF ALY 321 WS, 32l 59, I&F HAE,
AEAIE BS, CC U5, E3H AH|A(Cyber security Assured Services: CAS)E A&

Stal SITH3]

4. IPA AHALO|HEOHMIE (Y L)

Y2 FAARIE Aot 8% lmet W AR 7|9ke] AlolH ZAof thgt ®olg
S FEAH0 7 FF5elr] Yl 201749 4% 1Y IPA(Information-technology Promotion
Agency) 9oto] AFAto]H B OFAIE (Industrial Cyber Security Center of Excellence:
ICSCoE)YE SHAIZT. AtdAto|HERIE = RO WHAS E-85to] Ato|H A}
WolE ¥5ks sFRdIE Sl 1S FAdsta, Al AtolH 54 KO RARE
A 5= &9l ARl AZeAbY 7]9he] oM ERt f9lo] tigshe A2 AAIAH 7]
=2 TS0l Stk LEO AR Qlaet AR 71wk At Ao Al 4”9 QP /g Al =)Aol
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- AlofA 28 oA AfolHERE £3}e] X Aoz gt 29 EHOPSEC)Y
AE 20108 HiF-E] 222 AoAIAE FHAAME TFHE o HAE AE-5te]
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A3t 3ol He o] . o] AHL AQAAAAHL] MFZHQ AAH EEZX]

G ok, 1 12 Wue Festn ek
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5. SFMNSHEAHSF)

SF = SFAS AR Australian Signals Directorate: ASD) o5l ACSC(Australian
Cyber Security Center)& 20143 Agsto] g =7}, oHA4 94 HEZ71et FEH5to] Ao
HEQE o] et &R AT NSt k. @A AtelHEQEF EAlo] Fal oF 200
o 79] tEYC} FHsto] I7HA AHAE 5ot Jlom, AtolH Hx|e} #-9-7] fsf
H Y718 gt o

ACSColA = A= &, A7 " & 82 A5 AFAA oA A=l tigh Afo]H
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- ARG FH A AGIA e A% RES WTA}
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defend industrial control systems”, DOES] “21 steps to improve cyber security
of SCADA networks”, NIST2] “Guide to industrial control system(ICS) security
(PDE)"E F7F Am= skl ATH5I.
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9] A9 FANEAAT A FAATLQl BRI ATANA YRS
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311 e oz vyt o] AL ITAEY 3% Alo|HHEMS ddsls 7T
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[1] Keith Stouffer, Victoria Pillitteri, Suzanne Lightman, Marshall Abrams, Adam Hahn,
“Guide to Industrial Control Systems(ICS) Security,” NIST, NIST SP 800-82, 2015. 1.

(2] 7t “IT, IoT, ICSo oigt EQt oA d% & Aol IITP, FV7|&s% 18133,
2017. 9.

[3] Louis Marinos, Marco Lourenco, ‘ENISA Threat Landscape Report 2018,” ENISA, ETL
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2018, 1, 2019.

[4] HM Government, “National Cyber Security Strategy 2016-2021,” 2016. 11.

[5] Information-technology Promotion Agency, “Security Risk Assessment Guide for Industrial
Control Systems,” 2018. 4.

[6] Australian Cyber Security Centre, “Threat Report,” 2017. 2, p.24, p.32.

(71 olFF XFE 25, ¥, 45 AAN, W7, olxF, A9, 28F, “ICS ERtaTAL
T, AP EZA7|EFI], TTAKKO-12.0307, 2017. 6. 28.
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- “Learning Representations for the Early Detection of Sepsis with Deep

Neural Networks,” Computers in Biology and Medicine, 2017

2. 92 7z ¥

O

> Dascenat "5 ABEQIC R S8AH $3F Hloly & &8 A5} Y FGAf 4]
oz A BEE 271 oI RAAES Insighd e AR, B4 o
g mEe AgHom A% don, Adsks WY 59
- “A Computational Approach to Early Sepsis Detection,” CBM. 2016.
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