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Ao HOt BE U
SERCTEES

Z2 MEQEHY g = Qo A&kl HE, 9= 59 ZE MY AARSH 2F9| HAO| 59|
B7t5t QULt. 0|2 Qlal], R5Y MO BE AAHSS TiYst A0H HOt F0| =50 U2,
7|50| YT w2t 0213 Y2 HS 7K A0|C 2 ToM= A AARS0| MSQIEU
718t CPS(Cyber Physical System) IZCIQIOZ MatE= SE8 BIY6I0, AfO|H Hot Af1E
ARHOI Of55E7| et #E = BE ¥ fF 24 7Y S0l oo AmEct

. M2

Ast= ALRE AS5AHHANS| ST BE20H1]
A sHHAG M= BE AHEEO0] §/FAoz2 AZH we}, Ato]d Helto] ojgt
%840 golAR ek, 3, AEA, AE, o= £ L Y W A2W(Safety

Critical System)2] HEQF FHoFH2 XY& Q] Af1LZ o]ojd 4= Q1o ALg|Z o]f7t

* B 88 TR EQuiE 02-781-7667, imdsr@smu.ac.kr)olA £oJ5kA]7] vl ch
B8 xe] 39l ojdoln NITPY] 41491 Yde] ofdS gyt
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=1 e} & £, Ak 9= 5 P " AAFlo] 2k 9l Bt HHS oA
Eo0] grHog FAok= AHIZE S7FotL Utk HEAH SR 20154 7¥ Feto|&H 9
A x(eep) AR7|] HEE AAH0] H&ESto] A5t HAolE WA & AojdS &
Fgt AR, 20179 5 Yy AEte](Wanna Cry) 490l 34208 d=9 59147
AB| A AFsE 40017 U] PCF A EE o] HE 9= AH|A7E FHE A SOl YUt

o5 A9 BE ARE0] AARE ThRE AfolH HeE ] k& Ho] 3o,
7l&o] g et ¥ oS S7HE Aol ZEA 250 95, 2018W 287
of AZEo] oI oot AP I ETF 151% S7HRoH, AlelH HEF Hjsf H|&
<= 202197H4] 62 €30 °o]E A2® FAEHIL A2l

£ DA = H2o] et EE, oR 59 HE A AIARIE] ARERIFY 7%k
CPS(Cyber Physical System) T2t o2 A== 52 Htosto], Alo]¥ HQl A}
IE Ao AFtelr] f1gt I A 2E E AF 24 V¥ STl diof AnEc

9_1,
il

Il. AtOjt] EQF 7H'E

AfolH Hotolgh F-olU7t? AtolH] HL2 AtolH] fhAoA HEYAE &3 ddH
ZA /A AHEE BOsH] Y8 AN EE 7ed o, Hot AA, g, HeE bR
A, 7hol =], 71, Het g, s/ H, BN, H B Hel 7]&59
Age ou|eit3]

AtolH] HQF HH Hotyl mprix2E [ 1]9] 7|9 (Confidentiality), F+24
(Integrity), 7F&A(Availability)2 E®= 3HcH4].

[(E 1] MOIH HOto| SH

AOJH =ot =5 23

712 (Confidentiality) SEITA| %2 AIEAH = AAPE HEY LS ¥ 4+ 8RR §
F24(Integrity) SEITA| %2 ALSAH E= AAPH FRHE Y= 8+ Y=S
7128(Availability) ofZtE ALBAL = ZHPE FEO foll o [ 518 4 URSE &

(M=) Y. R. Hong & D. S. Kim., “Analysis of the Effects of Common Criteria Certification on the Information
Security Solutions,” Journal of Society for e-Business Studies, 17(4), 2013, pp.57-68.
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SEA|GE, AfolH] HQEO] 37FA] E= TRRRE &0 s SAEHA & o Utk
A4, 71'8d(Confidentiality)2 $3HImpersonation), 223 (Snooping), =24(Sniffing),
W I=0](Backdoor), EE0|5PHTrojan Horse) &40 23 ABEZS < Ut HEHS
2 Aol HEYH A9 58 ZHE HEA 855t JPAE oulst, W=ojgt

A S AAE AAA gL, B4 AlL"Hd] HItke e AviTt

Q.

=4, 24 (Integrity) ¥ (Masquerading), 23F(Spoofing), FA(Repudiation)
|

o8} gEure 4 k. PIEA O ARol QIEY LT ES TCP/IPY T

)

=4
A AT o|&of AMEAMY AlAR HIE B 53 F, AEE Y3 ok FAE Uit
a1, FRlolgt HA|R| Q] FAAE S541 AME J15HA] = S Uit

AR, 7184 (Availability) 2 AH]A AF(Denial of Service: DoS) &2 93l 9F

WE 5 Qlnh A|A AR 5 AlL"] HEe] HES R dE AlLF S AEl A

i

o
=
I
>,
N
i
ot
=)
i
19
sy
ot
Ku

. AtO|H Bt =X HEEst S

AfolH HeQF I =4 EE2 7]E AR HF ¥ A[A"H(Information Security
Management Systems)2. 2 &22 [SO/IEC 27000 A|Z]ZE 7|HtO.&2 Alo[H] HQlof
E3foto] Al Foll ATt & o= [ 219 HEHRQI Alo]H HQl =4 o] tsfiA
A
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[(E 2] EXQI AOH 2ot =X HE SS(EHE MY g2 20194 88 7IF)

Mo =0t =x| BE BE 8% A

e
otol

ISO/IEC 27100 Information technology —— Cybersecurity —— Overview and concepts WD

Information technology —— Security techniques — Cybersecurity

ISO/IEC 27101 —— Framework development guidelines WD
ISO/IEC 27102 Information security management —— Guidelines for cyber-insurance IS
ISO/IEC 27103 Information technology —— Security techniques —- IS(TR)

Cybersecurity and I1SO and IEC Standards

Information technology —— Security techniques
—-- Guidelines for cybersecurity

ISO/IEC 27032 ISONE &)

* I2H BE MY A
- WD: Working Draft?] %Xl sMBZ HZIENM X0 ZH[ol= HA
- CD: Committee Drafte| %A}, ZKEBE AA3|0M =208 AESE A
- DIS: Draft International Standard®| XL, =2t0] SE&0, ZE A5 &t g $Hol= A
- FDIS: Final Draft International Standard? X, 2E YS9 2/30[4 e AL, FDISIt &
- IS: International Standard®| 2fAt, ZEXMOZ =K HEOZ REHE
* TR2 Technical ReportE 2|0
(XtZ) ISO/IEC 27100: Information technology —— Cybersecurity —— Overview and concepts
ISO/IEC 27101: Information technology —— Security techniques — Cybersecurity — Framework development guidelines
ISO/IEC 27102: Information security management —— Guidelines for cyber-insurance
ISO/IEC 27103: Information technology —— Security techniques —— Cybersecurity and 1SO and IEC Standards
ISO/IEC 27032: Information technology —— Security techniques —— Guidelines for cybersecurity

1. ISO/IEC 27100

ISO/IEC 271009] A2 Information technology -- Cybersecurity -- Overview
and concepts®]L[5], 201949 8¥ 7|& WD(Working Draft) A&jo]H, 2021 A%
< 53E ok . 2 2 [SO/IEC JTC 1/SC 27 Information security, cyber-
security and privacy protection®A] B33l Attt F8 W82 Alo]¥ HQtof st

ARbAQl g3t ARz BEOA AREEE Aol HoF #¥ AHolE Zsial o

2. ISO/IEC 27101

ISO/IEC 271019] H*<2 Information technology -- Security techniques -
Cybersecurity -- Framework development guidelines®]il[6], 20194d 8¥ 7|+
WD AEeld, 20209 A|AFS ZHZ ofal Ut & EFLS ISO/IEC JTC 1/SC 27
Information security, cybersecurity and privacy protection®|4 @%stal Ut}

F2 W& A AtolH HeP T YIS Lot 753171 At 7hol=EslE

JESAVIEEH 5
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3okl oy Atoly] B m| YL E Identify, Protect, Detect, Respond, Recover
o] dAE &St ZF gAE AT &Y 191 AR S5 FYstal Aot EE
=7pE AtolH] HQF Y AIE Avfsta St

3. ISO/IEC 27102

ISO/IEC 271029] H#2 Information security management -- Guidelines for
cyber-insurance©]1[7], 201949 8¥ 7] IS(International Standard) AYefjo|c}. &
HEL ISO/IEC JTC 1/SC 27 Information security, cybersecurity and privacy
protection® A ©Esti UTE. F8 W82 & Y Alo|H] ALLLE QIS J3FS st
7] 913t WRte = A, AfolH] HYlS Rishy] {ijt 7hol=eilE XSt Qltt. &, Aol
H By 71Q, AtolH By AH Alo]H HIYo] AWSH= Alo|H ARILS] /9, Ato|H|
B2y A

8=

=m0 A ISMS(Information Security Management System)%] 9 59

ot

al

ol i
%0

4. ISO/IEC 27103

ISO/IEC 271039 WAL Information technology -- Security techniques --
Cybersecurity and ISO and IEC Standards®|3l[8], 20194d 8¥ 7|& IS AEjo|tt.
E L2 ISO/IEC JTC 1/SC 27 Information security, cybersecurity and privacy
protection®A] @Yt Qth 8 W& ZZo] AH HQF HES 7|HI0Z AfolH
Heb Y ANZE BE5to] AAH R AtolH HtZ w5ty fit Wl digt W&
< Zgota ot &, 99 7I¥HRisk-based), A& A (Prioritized), A3 4
(Outcome-focused) 59 £4& 7IRtO=® Stz Alo|H HOl P 9l=9] Hre} &&
Rl disiA AR, 7€ 22509 v AEE AT

5. ISO/IEC 27032

ISO/IEC 270329] A2 Information technology -- Security techniques --
Guidelines for cybersecurity®]1[9], 201949 8¢ 7| IS AEjo]1, 7/ Foltt &
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H¥FL2 [SO/IEC JTC 1/SC 27 Information security, cybersecurity and privacy
protection® A HFSIAL Utk F2 W& Aol¥ Het 7], AtolH Heotwt g Het
9 7+ BA, ol BARY] A ojt Atol| HetoA S A, AubEQl Ato]w HoF
AE sfdstz] et Aol Hiet W82 Z3FstaL qick. E3E ISO/IEC 2700101 Al
AtolH Het QA E 7IWe g WY oj(Malware), 5]7HHA] -2 @9 34

v, &4 g2 3 ZYEH, 340 dSste ZH AEE AST

HC

Ay

<
>
S
Z
Ny
0
Ho
12
A
x
~
IE

FoAE [ 319 tHEAQ AtolH Het A 4 7] s Attt

MO EOF 98 =4 71 JHEL7 |2/ 7R
STRIDE Microsoft
PASTA Tony UcedaVelez, Marco M. Morana
OCTAVE SEl
TVRA ETSI
STPA-sec Nancy Leveson, William Young

(Xt=) Hernan, S., Lambert, S., Ostwald, T., & Shostack, A., “Threat modeling-uncover security design flaws using the
stride approach,” MSDN Magazine-Louisville, 2006. pp.68-75.
Tony U., & Marco M., “Risk Centric Threat Modeling: Process for Attack Simulation and Threat Analysis,”
John Wiley & Sons, 2015, pp.1-696.
Christopher A., Audrey D., James S., & Carol W., “Introduction to the OCTAVE Approach,” SEI, 2003, pp.1-37.
“ETSI TS 102 165-1 v4.2.3 - Telecommunications and Internet converged Services and Protocols for Advanced
Networking(TISPAN); Methods and protocols; Part 1: Method and proforma for Threat, Risk, Vulnerability
Analysis,” 2011, pp.1-79.
Young, W., & Leveson, N., “Systems thinking for safety and security,” In Proceedings of the 29th Annual
Computer Security Applications Conference, 2013, pp.1-8.

1. STRIDE

STRIDE(Spoofing identify, Tampering with data, Repudiation, Information

JESAIEE 7
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disclosure, Denial of service, Elevation of privilege)x= MicrosoftAlo 4] 19994 9]
7fdret Hot 91 wdlg whHo|ot STRIDEE 915, F24, ¥91 9], 7144, 7184,
At Fojo} 72 Bt £48 vstal, DFD(Data Flow Diagram)Q] 7HA], TZAA
5ol A5t A9 AETH10]. A& =01, AHEARE 7RA|9 Spoofing identify 7]
=S A8 u), A7 AREAIR sk, AlA" FS dtte g5t 22 A9

H 4] STRIDEQ| ¢1& 27 ¥ FY

STRIDE &8 il Ell = s
Spoofing identify 0IZ(Authentication) MHAlE AY S8 018010 AAH H2 Ht 2=E
Tampering with data 2ZM(Integrity) EHXOZ Hl0[EE WA
Repudiation U YA EI; JHIAS SHGIA| LQUCHL ROISHALE HRI0| GiCt
(Non-repudiation) 2ol
Information disclosure 7|244(Confidentiality) F2 #Hol0| Gl= V10 BEE M3
Denial of service 7t8-(Availability) MH|A E= OHZ2/H01H0| BMROR M| oA &
Elevation of privilege Ht 20(Authorization) | 717t HEEE E00F ESH0| Qi AHIAS 435t

(Xt=) Hernan, S., Lambert, S., Ostwald, T., & Shostack, A., “Threat modeling—uncover security design flaws using the stride
approach,” MSDN Magazine-Louisville, 2006. pp.68-75.

2. PASTA

PASTA(The Process for Attack Simulation and Threat Analysis)+= Tony Uceda
Velez2} Marco M. Morana”} 201290] 7idet A= 7|6ke] 919 2ds] e ded

olt}. PASTAS] E&L wlojx}7} A4 F419] 43} H2H(Asset Centric Mitigation
Strategy)< LT & Qe S8 T2 9 Qlxeto] tigh AR F49] I (Attacker
Centric View)& Al&5k= Aoltt. PASTAE 54 2(Dynamic) 98 4 9 IAst
i, A510)9(Scoring)st= 9 7HA ZEAAE AYstar Qi

PASTAS] ZEA|AE= [I¥ 113 Zo] BlRYAY Z4& Host= @A(Step 1.
Define Objectives), 918 24T Qlxe} ofEZZ|A ol 59 ME AH o= TA(Step
2. Define Technical Scope), Use Case, DFD(Data Flow Diagram)E ©]-&3}o] ofjZ
g]A o] L Ealcl= @ A(Step 3. Application Decomposition), &4 AU 4

8 www.iitp.kr
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Id entify Business Objecives
Id entify Security and Compliance Requirements
* BusinessImpact Analysis

Capture the Boundaries of the Technical Environment
Capture Infrastructure | Applicaion | Software Dependencies

Identify Use Cases | Define App. Entry Points & Trust Levels
Identify Actors | Assets | Services| Roles | Data Sources
Data Flow Diagramming (DFDs) | Trust Boundaries

* Probabilistic Aftack Scenarios Analysis
+ Regression Analysis on Security Events
Threat Intelligence Correlation and Analytics

Queries of Existing Vulnerability Reports & Issues Tracking
Threatto Existing Vulnerabiiity Mapping Using Threat Trees
Design Flaw Analysis Using Use and Abuse Cases
Scorings (CVSS/ICWSS) | Enumerations (CWE/CVE)

» Aftack Surface Analysis
» Attack Tree Development | Attack Library Mgt.
Attack to Vulnerability & Exploit An alysis Using Attack Trees

-

-

Qualify & Quantify Business Impact
Countermeasure ldentification and Residual Risk An alysis

* ID Risk Mitigation Strategies

-

- s & @

(M=) Tony U., & Marco M., “Risk Centric Threat Modeling: Process for Attack Simulation and Threat Analysis,” John
Wiley & Sons, 2015, pp.1-696.

[O22 1] PASTA M2 D2 NA

5= o9 AF= 2A45= QA(Step 4. Threat Analysis), FFdZ 24sh= &
(Step 5. Vulnerability & Weakness Analysis), 34 E& & /dot= 54 1E
4A(Step 6. Attack Modeling), Y&l w2 A2/ HHFH glA30] JFS EA5t
A (Step 7. Risk & Impact Analysis)2 A% 0] ATH11].

fr ot b

ol

3. OCTAVE

OCTAVE(Operationally Critical Threat Asset and Vulnerability Evaluation)=
FH 71 @25} 9] SEI(Software Engineering Institute)olA 2003¢0] 7Hst HE &

HEEA712E7 9
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Phase 1
Organizational View

= Assets

= Threats

= Current Practices |
[ S—— = Organization Vulnerabilities |

= Security Requirements | Phase 3

"""""""""""""" Strategy and Plan
Development

= Risks :
\= Protection Strategy |
= Mitigation Plans

'Phase 2
Technological View

= Key Components
= Technical Vulnerabilities

(Xt=) Christopher A., Audrey D., James S., & Carol W., “Introduction to the OCTAVE Approach,” SEI, 2003, pp.1-37.

(323 2] OCTAVE &g ZZNA

A g gAg grh WpEEolth OCTAVEY B2 %29 Az #YE HAZOoR
FYol7] Yol SGA F419 A Z@F(Operations Centric Threat Modeling) B
& Alsshs Aolth. OCTAVEE 24 Wiie] de7he2 £4HS 45t 1
T = v‘f—’l‘} A2 Ndst= 529 A7F Xk (Self-Direction) A2 FXIgth=

CTAVE: 289 212 Sgo] BRY F8 A4k} A4to] that 943

3} FPYS AL, YAIE WS AT HeFS FUSE TRAAE Fos

|
oX
e
;O
s}
> O

OCTAVE®] Z=AAE [1Y 2]9F o] 2] Apito] 7| 23t0] 99 Zmutl S 53}
+ @Al(Phase 1. Organizational View), JZ&9] FFdS 4 olot= TA|(Phase 2.
Technological View), Eetd=F W AE 78 @A|(Phase 3. Strategy and Plan
Development)Z /g% o] At12].

4. TVRA

TVRA(Threat, Risk, Vulnerability Analysis)= ETSI(European Telecommunications
Standards Institute)°lA] 20114d09] 541 A|A”HQ 9 &4 9 A3 HrE 5|
it W Eolth. TVRAE 9] tidol B 8 AH4ES Adstal, d3oA 71?19

10 www.iitp.kr




Z1ZAEE - A Het

Step 1. ldentification of Target Of Evaluation
Step 2. Identification of objectives
Step 3. Identification of functional security requirements
Step 4. Systematic inventory of the assets
Step 5. Systematic identification of vulnerabilities
Step 6. Calculation of the likelihood of the attack and its impact
Step 7. Establishment of the risks
Step 8. Security countermeasure identification
Step 9. Countermeasure cost-benefit analysis
Step 10. Specification of detailed requirements

(Nt=) “ETSI TS 102 165-1 v4.2.3 - Telecommunications and Internet converged Services and Protocols for Advanced
Networking(TISPAN); Methods and protocols; Part 1: Method and proforma for Threat, Risk, Vulnerability
Analysis,” 2011, pp.1-79.

[OJ% 3] TVRA Xg m2MA

Rt F2 Qlzete] LG v FFol sl BrFsH] At AU E =&
Ay = AdE A, s g0l = e A E e =9t Bl 270 =%
TEE 7MY RS Quleth

TVRAS 2 AAE [13 3] o] H7F A (Target Of Evaluation)2 A]H5h=
HA|(Step 1. Identification of Target Of Evaluation), al2slof & EQ BEHE 4]
ol= SA|(Step 2. Identification of objectives), 7|62 Rt Q FA;S A Hdl=
A(Step 3. Identification of functional security requirements), AHFE &2 &
(Physical), 918 (Human), =84 (Logical) 55022 EFok= WA (Step 4. Systematic
inventory of the assets), FFHS AAZHCRE AHol= A (Step 5. Systematic
identification of vulnerabilities), 34 7FeAY YFEE AFsIol= TA(Step 6.

Calculation of the likelihood of the attack and its impact), ﬂiEL(Risks)% Z24

(MU 21

RSV 11
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Sh= TAI(Step 7. Establishment of the risks), ATE A2}st7] gt Ht S
AlH5l= @A(Step 8. Security countermeasure identification), 8|A3 A7+ ®HQb
tf2of s v]-&3t/o]HE& EAot= TA(Step 9. Countermeasure cost-benefit
analysis), ZAISH B9t Q@ AR A5k ©@A(Step 10. Specification of detailed
requirements)2 %o} AcH13].

5. STPA-sec

STPA-sec(System Theoretic Process Analysis for Security)> MIT2] Nancy
Leveson, William Younge| 2013Wo] 7R&3et AJAR] o]& 7|¥te] Atow HQlF FEA
7|¥o|t}. Nancy Leveson W <=7} A|9FsE STAMP(System Theoretic Accident Model
and Processes) 7|HF9] A= £4 7|¥Q] STPA(System Theoretic Process Analysis)
£ AfolH HF Fopo] 83t Holt

STPA-sec®| ZEA|AE 17 4]9F o] AAFlo] FH0E EA(Loss)E K 4%
< A]H5k= @A (Step 1. Establishing the systems engineering foundation), A9
&9 Aol FREE ZHA5H= GA(Step 2. Creating a model of the high level
control structure), Aol H&(Control Action)o] 2AZ oJojd 4= Q= AXH HSE
A¥sk= @A (Step 3. Identifying unsafe/unsecure control actions), Unsafe/
Unsecuredt Alo] F&S A3FtAY AASH| YRt Het QAR AlfAS 7idst

Step 1. Establishing the systems engineering foundation
Step 2. Creating a model of the high level control structure
Step 3. Identifying unsafe/unsecure control actions
Step 4. Developing security requirements and constraints

Step 5. Identifying causal scenarios

(M=) Young, W., & Leveson, N., “Systems thinking for safety and security,” In Proceedings of the 29th Annual
Computer Security Applications Conference, 2013, pp.1-8.

[ 4] STPA-sec ®E OD2AMA

12 www.iitp.kr
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+ SA(Step 4. Developing security requirements and constraints), EQF QA
3+ AOkAGE e & e OGS AUl eE B4k ©A(Step 5. Identifying
causal scenarios)Z TAJE o] UcH14].

o] Qo= LINDDUN(Linkability, Identifiability, Nonrepudiation, Detectability,
Disclosure of Information, Unawareness, Noncompliance)[15], CVSS(Common
Vulnerability Scoring System)[16], Attack Tree[17], Security Cards[18], HTMM
(Hybrid Threat Modeling Method)[19], Trike[20], VAST(Visual, Agile, and Simple
Threat) Modeling[21] & TSt Alo|d| EHQF 91E E4 7|Ho| &85l Qr}.

V. w8

22 A AAE g2 She AtolH Eet Aart Al&siA S71skal ek &3], A=
AUl gz Isf [d 519k go] AFsA, dk, 97 59 B 4t A2HE2
45 eEetel dddo] 43| S7rgel wEH22], o= RIFE AolH] b Adle TS

27K Aot

‘II

@ 2z77 @ Ko7 81;
of

5002

2509 =

1259 %

632 680! 7201 769

° @ () ®

(] () @ @

2003 2010 2015 2020

(M=) Evans, D., “The internet of things: How the next evolution of the internet is changing everything,” CISCO
white paper, 2011, pp.1-11.

(23 5] AFZQIEY HYOR OISt AlABel G757t

R 13
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27101, ISO/IEC 27102, ISO/IEC 27103, ISO/IEC 27032¢°] th3t 7§89t A4 IS
A705}99ch. ®8F STRIDE, PASTA, OCTAVE, TVRA, STPA-sec 59] Alo]s] Hl ¢

g 24 7ol A9 TRAAS AWEQI

B ol AR Apolu 1ok Tl TA] Hzo] AHEE, AAT o] WEA] 48
SHEE 873 Zolth. Eat, Teie AfolH Ret 91d B4 Jel] thlME 482 a7
3 Aolck, ojo] MA ZAEL Aolu] Het R0 R7eks Y83 oF B4 Aue
A 8% QTS WESFL Yk AT T 2SS ol et 550 ol HHA Ao|
4o}

S ZAEE Asdol A B S0 Y BEY SIHE B4 7Y 28] 1%
S Skeh. o)Al Atolw| Mol hiAe BUSH: ATE sEo] Waksta ik Fj
S RS B Gure SR 9% Rt

24 50| o|He 55 o|sstL, 4

Aot 2714 x|9lo] Wasie}.

st

[ FEHA ]

(11 FFD], AsHEAR] S47] SN 224, TARA s, 2016, pp.1-72.

[2] Chuck Brooks, “A Scoville Heat Scale For Measuring Cybersecurity,” Forbes, 2018.

B] ARAE, “FE HQoA Al HZRR|", Fh=aslrle g HAY, 2014. pp.1-5.

[4] Y. R. Hong & D. S. Kim., “Analysis of the Effects of Common Criteria Certification on
the Information Security Solutions,” Journal of Society for e-Business Studies, 17(4),
2013, pp.57-68.

[5] ISO/IEC 27100: Information technology -- Cybersecurity -- Overview and concepts.

[6] ISO/IEC 27101: Information technology -- Security techniques - Cybersecurity -- Framework
development guidelines.

[71 ISO/IEC 27102: Information security management -- Guidelines for cyber-insurance.

[8] ISO/IEC 27103: Information technology -- Security techniques -- Cybersecurity and
ISO and IEC Standards.

14 www.iitp.kr
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9] ISO/IEC 27032: Information technology -- Security techniques -- Guidelines for
cybersecurity.

[10] Hernan, S., Lambert, S., Ostwald, T., & Shostack, A., “Threat modeling-uncover security
design flaws using the stride approach,” MSDN Magazine-Louisville, 2006. pp.68-75.

[11] Tony U., & Marco M., ‘Risk Centric Threat Modeling: Process for Attack Simulation
and Threat Analysis,” John Wiley & Sons, 2015, pp.1-696.

[12] Christopher A., Audrey D., James S, & Carol W., ‘Introduction to the OCTAVE
Approach,” SEI, 2003, pp.1-37.

[13] “ETSI TS 102 165-1 v4.2.3 - Telecommunications and Internet converged Services and
Protocols for Advanced Networking(TISPAN); Methods and protocols; Part 1: Method
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71&, FA 7HIEE 71s, 1% olsd AlE 7le 5 A oY VleE T §

- Og<&Le 14 BHEY flojy EFjE W Machine to Machine, A A% 7]&9l
“Dual Connectivity” 7|& & ZE§SH A Eol9] 7|&& /IY &

> 4=

- NEC+ Software Defined Networking(SDN)/Network Functions Virtualization

(NFV)E, uay2 2ukd Holg EY A, ARERIHY 52 Al2& ofE2A

olde A VleE ML T

> =
- 3ol 20094 ©]F 5G o] 5-&Al HIEXA 7|7l 2F<sto], RANS Z-R3t
golHES adt¥oZ wEoZ {raly] 93t A& W& Device-to-Device
(D2D) B4l &4 Fog AEu] E FA AL Qe Ff 52 283 56 HE

P4 9ok Y B84, A AolE WU P4 U Fuk FaTel T 52
d

> ITU

- 201549 ITU(International Telecommunication Union)o|A] 5G8 A o] &
21 5G A A1t A 5GE IMT-2020°2.2 $5tHA B8t A%

- eMBB(Enhanced Mobile BroadBand), MTC(Machine Type Communication),
URLLC(Ultra-Reliable Low-Latency Communication)?] A& T2 A 7}A] A
UE 5 AA]

- 20199 79704 7t #E37| O REE IMT-2020 $1 7]&S At wof 20209
297HA] AIRME Z]o] digt H7F R oA ES AA 20208 10€9] IMT- 2020
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> 3GPP

- O I A #2523 OA F |LoHA 5G71ES RBESISRL e ©A

- Release 14(2014.9~2017.6)°l14 5G7|&9] El34, 874} 55 A+

- Release 15(2016.9~2018.0)°14 5G7|& #&3H2E TS23.501, TS23.502, TS23.
503& A4

- Release 16(2017.3~2020.3)°4 5G7]& phase29 E&3FE TS23.501, TS23.
502, TS23.503& HHIPIESIL 7|8t A2f o= AT BEetS A4 5

4.

Vertical and LAN Services, Vehicle to Everything(V2X), Cellular IoT(CloT),
Network Automation(eNA), Ultra-Reliable Low-Latency Communication
(URLLC), Service Based Architecture(SBA), Network Slicing §°] #+ F

Hibal @s] A+ F91 study itemd

- S ARAEAATLL G/FA A Aof H]E£ZQ] Unified Access Control
A&st7] A5t 71&, tF AMAE o83 ATSSSE et 7%, YEY A &tol4]

7l YEYA Assh HEdd 59 Vet add 2ES E52 A9 T

7|89 A™

[eNeiy|

Yz

£ 7|89 99 ¥ AEY

LTE

> LTEO HioH WRE CIOIE £& & Rst HERR 70| 7ts
- 4G 5G| 7IEAQl RHojofN 7121

L710F

> 700t T200 BB} £ J1& KEstn, AcdMz A AlA 2P 803

- L7(0F TE2 £2 IS B, MR 27 A0 THZ0] 2 SHHO| US

- 27152 Mo 3002 Mazo OrNS 278 4 Uob, AFAHIA TR0 S0j3t AAYHE HIZS
52 B2 (20| JksE

> 02 7120] Bish 2 T4 RSk, AAHUR Mg ABlA S} B0fat

- Ol T[22 52 Jis MRATO ORYNS MIZOIRRH JKY &2 TIAUS O 00, M AHIA
27k NI 52 7249 Xi=0| et

&2 M2 ZO2 MO NS 7 4 9IOD|, AT MHlA EU| 8O3 A% 242

10|

28 OFl o Hot QIB0| QIOL} & T[4 OFHE

ZH|9f QPFER 2ot Ot SULIOZ A=Y 9F
22 AAYHEZ MBSO PG 2O ZHE HEE & S
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V. el AT S8 Y Ha

> 5G =4 A TF
- 5G 71&2 3GPPollA EESSIAL Qlo], = AR & J‘— A2 AR of3e
- 3GPP EZESH| I ARz AR LGAAPT A=2o% Hojsial Qe
> 5G =4 A A%
- 4G(LTE)Xl & 20.62F FAR v 9low 5Go= 59zt 7.528 FAE AZL
42201849 =344, olH LA
- 5G FogZ AA 5G FAAL 1%2] 7509 o= F4t 7Fs5hH, 5GollA oo
z M2 Az 7led 482 A8 ASKAA fAEs " s M 87t S

Aoz d=4

2. o2l AE s & Y

> 5G Y AY 5F
- & dlo|Eof gt 8Tt ofyel mHY Ho]E AfujAo] i3t =0, BAITY]
AZES}O] tigh 851, M2M B419] $7F 5= 5G 7|&o| /=L Aol B4
5] _<_>_
o=9] dt F, §HY wrlotet g, P29 NEC, HIAHA], spaY,
9] steolet ZTE, =19 4HdAAtet LGHAE 8 ARAN
> 5G Y A A
AL 202049 20.869 ZE(eF 22 4,500 EE)°] o] AoR
A=, o]& AW 50.9% A3Aste] 2026Wll= 330.729 3 (F 383 7,000
o) o]& AoR ALEHI US(MarketsandMarketsA})
- 5G FoJg] AR A A 3%0l gD ACE AW, 1 F 56 HES
3 Aol Z;HEL A 5G FolT AR 30% =2 FAHE

il
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3. ME=t & & 7ks =0t

28 ZOHRIS/AHI) HE 2 28 =0f MRUE

> 5G2 Mo s 9l SHS
- Mo HH, CjojE] ZHO| 22l 56 T WERFQ| Hof HH SEo= &g

> 5G9 ®a 2| 75 94

S5CHIEYT HOISHE

5GHIEYT AMF - 5G 20 HIEOJE—J B4 20139 22 7IsQ42 28
- Non-3GPP 4, O H4Y ¥ S8R5 I 0'%3 X|9‘
> bGO MM 22| Jls 24

5GHERZ SMF - 5G F0f HEATY M HE| 75242 28

- TEDN, TEAN, QIBAI0IE0] HERH, ATSSS & XIH

> HGHERFMNAM 27t MHIAS JHol| gt re‘i”%

- bGY phase2 HZESHA 04-71 0| MZQ MHIAZ Jje5ln X3 Zamoz &

- Vertical and LAN Services, Vehicle to Everythmg(VZX), Cellular 1oT(CloT), Network
Automation(eNA), Ultra Reliable Low Latency Communication(URLLC) S92 JHeo &
gt

S5GUIEYT AH|A
eSS

V. 7|t g1}

1. 7l=sge= Qe dMH gt

fol

> 2 71ed Ao R AT AR 20209 71 oF 23 908 FHEH, 2026
7R mid 50%4 4EE Ae= A9

> ZA 5G AFOIA 5G HIEHA Ao E3EFo] 282 = U= AA A = 2020
3 7]E 6609 YoF FHEH, 2026 g

> 2 71eS A8T 56 HEHA Ao EhF AFY AAFES 10%= A4S

20209 71 209 €, 20269 7|& 3209 ¥oE AHY

()
rTr
—_
N
(o
o
fu
o
o
Y

o

2. &M=tz Qe Mgt

> = 5G Foii B A BAE et 3 A =
> U 5GolA ] RB7AMuA B S4-53 7199 Tl 2 9 Y] A AE 719
> 5G HEHA Aol 23F Va2 &8t 56 MvA AuiA 5 3 vHddsE

oy A
XRE]
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HEZ HHA HELYIE 200Gb/s
HERHA|H 2 ZbAA

= oo'l'l_l

1 7=

OIF7| | SRERISAHTY HeloiTel
. 2= 7
e e %
HL=EA| 2019. 10. 7|&N8&E(TRL)
TRL 4 TRL 6
2i= 2 HW-Module #zuy T2l Al (DM
Keywords HER A HET, XE4H A HEA, ZEUNH, Zead7|, ZHS ORI HSH2
271804 100% e 71 #2y 8, W=, sw
S o
Il. 7I=2 g 2 W&

1. 71=9 g

> 5G, 9HolH, [oT & 24 A¥l& S22 QA8 574 7HdA & o84y 7H
Edfgo] 371 ZojH, o]

A5 4238 HER JFAE 971 958 A4
B 8L olxy] AYATAU® 042-860-1659)00A EJeHA]7] vk
= 580 mxjo] ZtAo] oJAoln [[TPO] FAJZ el YAl opdS dlych
PN HEAZ|EH/IIS AR A A 9 k= o4l ICT R&D AT AnES 14 £8 o] sk “ICT
R&D AIFGSIE 95t 71&d|"E 2014W5E AHABIL 9l vl & Zoxis ols B9 7St ZaHE9] 7|04,
At 5 71& EEE Aus Ao WE 1~249 B 7]

20 X

=5 Rt
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OM.O|EEAl -'7-;\‘ & £0f (application)
FUOSEY Ao * DM SEMJFUXIY A
= P LAl v Ml iz
- i ERTF
QM Rt ( s i
PwLw
bbby (€]
l = - HEZ HHA YEI - i HEZ YEHI
e B s ort e
ENERE
“r
e

H&H2|: < 80km

EF7{2]/CI0]E{HIE] BHERMAI &% HIE 2 M|~ SHERIAIH &2 =7} 8 ER/HE YEWAH P
<F9 53> ~ L15) — 25%19) — A5%(20~ <F2 54> g

. F&72): < 10km l 100G 2] 7%(15) — 25%('19) — 45%(20~) « H&H2):> 600km

= 1310nm THRICY S ALE = 1550nm DWDM 80X ALE:

" M7HH, 248, HEY el 7| = MEHe| ety v * 17HH, 1S, aHy

» #xuM: 00K PAM/DMT = OOK/PAM/DMTHZE = 1550nmDWDM Hp% = 'HEUbAl: QPSK, QAM

B L I TR - EMEN IS BN R EETY

" OxEdENE 7|

(ad 1] 7Igtg=

> HER oA YEYD BAS ARS T 59 w2A] 4R 484 Ropm
80km oo} AFTZte] W&, iaE, A7 £FA Jido] dast
> JEHAHE A74eE Aoz HEstel ddste F5A 71ed Asd JASE
A74se Hgsks Feil 75 s3cke S A2He] dd AEd
> 7]1& 80km oJst AE 779 HER AL HEYIS] Heols mT 10Gb/s
8 x ZSGd‘(fV N
4 x 50Gh/ PAM-4 DSP 4 x 50Ghb/s ZE7 TOSA) )
s Vs (" “\( )
s || eRuy 4% 7 @ - o)
sk ||“re | B EQ?II:'lEiljl (c band)gfﬁwﬁﬂ TS MRS
Bes||sMas|| © AQ[[ "= =7 EE
J\ J\ J\ ] L‘
< s N\ aYd N 3 greven
+ue |lopmy| gusy| us +3 o vl |
sAk || “reo || kDo) || HAFE7I (Dﬂ;‘ﬁ; 24 HBER7
15| |+ 4715|4715 |(apo) (PD+TIA) =7
™ \L AW AW T J) L 247 (ROSA)
-ﬁ—)[ Controller

(713 2] 200Gb/s HEHUAH S5
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25 9] NRZ-OOK(Non-Return to Zero On-Off-Keying) B14]9] ZEMA|HLY 11
7+e] FBojHE WA 9] FEMAH &40 2o, g £ 9 AS a8
< 10Gb/solAl 50Gb/s& 54 F7total, FEMAIHT A58 100Gb/sgollAl
200Gb/sE2o& 28} F7HAX] BERAY 7la= AQt

200Gb/s FEHMAY FA49 A FJLEZ, HEZ dNA YEYIE FHA7]
(TOSA) ¥ F==417](ROSA) BE 7]&S =3

7129 MMUE 2 A HfALS

719 FANE

- JEE AA YEYIL] 200Gb/s FEHAY 7|&

% A4l 12 HER AT ASHs ATk A HER A
A= &4 2 4 B Ao 31 EH 7)E, Al BT ST
of W& HMEXR} 5317], LFEES o8 M
% & 1T AlS FEAA(signal integrity) A4 71&: 50Gb/s PAM-4 A&
B0 digt 744 25 A8t 24 Te
% Heol 718k 2] Y Ao 7l ARIA #E
Aol 7

of E gl 7@ 9 FEHAH

- JEZ A HEYTE 200Gbh/s FEA7|(TOSA) I Z4417](ROSA) 71&

¥ 1 71450 o AR B 714 14 A71AS ARl gidt B4 dud
A Bol& Mo et HAS B wAlY 4 B4 oA
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> 71&old He
- JEZ A YEHTE 200Gb/s FGEHAHHW-Module)
% HEZ AAA YEYTE 200Gb/s FEBAH HE AL
% HEZ A YEYIL] 200Gb/s FEHAH 7|78 A%
% HEZ HNA HEYJTE 200Gb/s FEHMAH & S/W
- JEZ JHA YEYIE 200Gb/s FE55A7/(HW-Module)
% HEZ A YEQIE] 200Gb/s F5417] © A7) A=
% HEZ HNA YEYIE 200Gb/s FEA7] E FA7] AF 71e
> AMAsSE AFALe
- 8=

ISR Tk

. =2l 712 & * 344

1. =W 7 ¢

1
stold=Fe] AT JEMAIH & digt T2 2 A+ vu|gt 43

> ETRIOIA+= 20049¥ 10G XFP(10G form-factor pluggable) SSEHA|H 7§ 3HS A]
Zo g 40G CFP ZEMAH, 100G CFP ZEHAH(100GBASE-LR4), 100G CFP4
G EWAIH(100GBASE-LR4/ER4)° 0| 271742 thget FEMAHE 7Lsto] 4
Ao 7140l M5t

» ETRIIAIE BEARAH ] A4 7]5-S FHote F5417] € F5417] BES /st
o] 10G TOSA, 4x25G ROSA 52 OSA(Optical Sub-Assembly) A7 & A2} 7]
&2 gHEstgoH, /idE OSA 71&S AW FEMAIH GARL @ollo|dHE], @o]
EFA, @LIAR Fof 7|&olxste 483t AF

> @ROo|EFH A= 106 T AAF ol disl /i = E gAbksta glom 40G
QSFP+ SR4, LR4 7N msto] = A4AAF 5ol E&stal o, o]Q]of=
FA4 9 glolgAlE o] A& 979l 25G TOSA, ROSA ¥ EHAH AEZLL /s
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of AZ AF Fol 3loH, 10kmE 100G CFP4 FEMAIH] & F<=417] 714-& ETRI
2HE 7leds dot A8s T 9
> @ofo|¢E2 ETRICIA 7]&Z olddiot ole54l SA1= 1+ A2 A%t 80km &

& 100Gb/s(104x10Gb/s) CFP FEHAIHE 7fdsto] 20149FE S= ZTE]

> AAA dold Edgo] 245 F7ketol whet 1006, 200G, 400G olEdl §9 314
dolHE A5T 4 Y BEDAH J1&o] tiet 277} F715Ka 9o, olet @)

= _— h=
ST W BA AdAe] JUA, AnAH, T4 UG 5 BAS 2] 9
FEAAH @ B 2B 498}, Yok, AUl o BRAo] EolA T U

A
> 100G o|gul-g& SFEMAHZE CFP, CFP2 form-factord FEHA|H7} tizF AL
1 9low, CFP4, QSFP28 form-factor® A@3}, AAEs 1 LS
> 400G o5yl 0] 20174 12€ 5UES oM, o]= PAM-4 HERHAE 7] 2O
2~

dlolE|dlE] HHE-& 100G/200G/400GH PHY ICE 705t U=

» Acacia, OclaroolAl= g HER 4 Wi JEQFoA AMEEE= DP-QPSK E=
DP-16QAM 7]6te] F3[oJHE FEHAH Va5 HER AL YEHIESR
o|g3tE= AFE A& U

» InPhiolA]l 2x56Gb/sZ 100Gb/s 80km PAM4 FEHMAIHE 7idsto] Microsoft
HlolEAlE WER ] A&

3. BH&3t 58

> 2 7|&/AET AFFoR HH Qe BES A EASH] g
> [19 313 Zo] 10km oHo] & A2ollAl+= IEEE 802.39] o5yl #&3} T1F0
A, 9 km o4+l A AzloA+= OIF(Optical Internetworking Forum)of Al

=] =31 =] o
o gt Sl
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Point to Point links Non-Standard ~ ROADM networks
IEEE 802.3ba
SR4, LR4 OIF / Coherent OIF / Coherent
100G QPSK/16QAM QPSK
EE
IEEEB02.3bs (BT 3} &) 100G/200G 100G,/2x100G
DR4, FR4, LR4 DWDM DWDM
200G, 400G
| | .
0 2 600 10,000

H&742| (km)

(O0F 3] M&H2E FHS B

M

> IEEE 802.3baclAl&= 100G ©o|5¥l E&E 20109 690l $AstHoH, JHp41 T
d 222 (B 1% 22
[E 1] IEEE 802.3ba BHZ
T 742 Physical Medium 100G O[E4t I QIEfmo|A HE gy
100m OM3 VIV 100GBase-SR10 10fiberx10G 00K
125m Om4 100GBase-SR4 Afiberx25G 00K
10km SMF 100GBase-LR4 4Ax25G(LAN-WDM) 00K
40km SMF 100GBase-ER4 4Ax25G(LAN-WDM) 00K

> IEEE 802.3bso|A+= 400G o|fyl &35S 9ot 20149¥ 3¥ Task Force?} A4
o] 20179 12¢¥ #EFo| SRUEHSCH, FEF4A I 152 (# 219 &=

[E 2] IEEE 802.3bs &

H& 2 Physical Medium 400G 0| 4 QUEH0JA HE Y
100m MMF 400GBase-SR16 16fiberx25G 00K
500m SMF 400GBase-DR4 4fiberx100G PAM-4
2km SMF 400GBase-FR8 8AxB0G PAM-4
10km SMF 400GBase-LR8 8Ax50G PAM-4
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4. BQES
No. =7t SHEHS(EHY) HEY IS
Optical signal transmission apparatus for generating
1 = 16/023187(2018.06.29) | & &= | multi-level optical signal and method performed
by the same
2 o= 16/010745(2018.06.18) | && &= | Optical transmission method and apparatus
3 o2 16/033330(2018.07.12.) | & && | Multi-channel optical transmitting module
4 o= 16/124766(2018.09.07.) | &% &2 | Optical multiplexing method
5 o= 16/194618(2018.11.19.) | &% &2 | Optical de-multiplexing method
6 o= 16/207557(2018.12.03) | & &= | Optical transmitting module
5. 7|29 BHH
e = /189 249 & XEY
10Ax10Gb/s 49 7182 T4y 9 10Gb/s, M& & 100Ghb/s0IX[2E & 71&2 ME o 50Gh/s, TS &
HEUAH & 200Gb/s2 4712 M AHES 0[Z510] 2812 T& S HZ

T00GBASE-LR4/ERA BE2 WY o 25Gb/s, &i& & 100Gb/s2 At && 727t 212
10km, 40kmOfl HIBt=|Lt, 2 7I&0M=E Iy & 50Gb/s, M& 8% 200Gb/s2 M M
712| 80kmE M3

100GBASE-LR4/ER4

BE ZEUA

100Gb/s 80km | ZH 742 WY o 50Gb/s, F& 82 100Gb/s9) FEUAHOD, £ 78S FHE 2%
PAM-4 ZEMAY | 200Gb/s2 28H0) M4 SS MZSHD, MV 2D 470 T 247]9 44 Zzs oy

20) oA 20199 319] Z(F 3% 6,0009] 9) FEZ ABHCAGR) 8.1% 4%
- F AL $717E B 42891 KolH 6839 o HYT A

- =9 AL 717t B9t 199 2 (eF 2% 2,000 ¥)olA 30.4% 2E(TF 3%
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(B 3] MZAY g 2 7] d(2013~20194)

-2 20134 | 20144 | 2015 | 20164 | 2017 | 20184 | 20194 | CAGR
Y 2 180 | 169 | 142 | 183 | 179 | 192 | 202

Hy=

%EE_" N | GeeEtes) |8 | 7m0 634 680 | 797 | 87 | o2 | 1%

(&
(
ClLR= ) 820 767 647 694 814 875 920
2 9 248 300 361 350 383 428 481
Zo|eHor =2y | 1104 | 1335 | 1,609 | 1561 | 1,704 | 1907 | 2141 | 11.7%
(
(
(
(

CO[E{IES

SEHAH
MAI(H2E ) 1,126 1,362 1,642 1,593 1,739 1,946 2,184
U &) 428 469 504 503 562 621 683
A ECHEErE) 1,907 2,087 2,243 2,241 2,502 2,764 3,042 8.1%

CUSIR= ) 1,946 2,130 2,289 2,287 2,553 2,821 3,105
* U A2 MA AEY 2%=2 7FFst, 182(=1,1004 &

> (37] AY) AA BEDAH AGFRE 20234 41.29 2(F 4= 8,0009 9)
TFROA 20299 47.39 E&(9F 5% 5,0009] ¥) 2 AHF(CAGR) 2.3% A%
- W AP 571ZF S1F 9079 HollA 1,0429 ¥o® AT AW
- 29| A2 B717F B 40.49 2 (eF 4% 7,0009] )M 46.49 (e 5%
4,0009] D& g A

[E 4] HZEAIE Z7| M2H(2023~20294)

T= 20234 | 2024 | 20264 | 2026 | 20274 | 2028 | 20299 | CAGR
=W 2) 219 223 227 232 236 241 246

%Elii'im =92t =2y) 974 993 | 1013 | 1032 | 1053 | 1073 | 109% | 19%
MA IR =2) 994 | 1,014 | 1033 | 1054 | 1074 | 1095 | 1116
=L #) 689 712 733 752 769 783 796

il‘;‘i};j =o|(uHot E2y) 3068 | 3170 | 3264 | 3348 | 3424 | 3490 | 3547 | 25%
o % (Gl =) 3130 | 3235 | 3330 | 3417 | 3493 | 3561 | 3620
=W 2) 907 935 960 983 | 1,005 | 1,024 | 1042

24l =29|(at Z2)) 4042 | 47164 | 4276 | 4381 | 4476 | 4563 | 4641 | 2.3%

(

L= ) 4124 | 4249 | 4364 | 4470 | 4568 | 4,656 | 4,736
A AEE MEY 42 126l CAGR & FAM| 45 018ot0 Mo, =W A2 MA Al 2%=2 71
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600km or More

“Long Haul”

600km or Less
“Metro-Regional”

80km or Less
“Metro-Access”

+ Big growth 2012-2015
+ Saturates next year

+ No more 10G to
cannibalize

+ QPSK going to higher
baud rates

(XI2) Infonetics 2015. 10.

(22 4] 3

> BAE A% A% Az o)
_]

g7go] A=

* About 1/3 of volume shipped

to date

« New dedicated hardware

needed in order to hit cost
targets

» Happens next year and

triggers volume surge

* Major competitive activity

happening right now

W, 600km o4 FA g
, 600km ©]s} HEZE A9

* Tiny volume

* Sweet spot for direct

detect

* Volume limited until

costs drop further

*In6to8 )_rlears will be
uge market

FEAAH A2 A

A9 @A 1/3 vgolA fs}

374 AolH, 80km ofat MEE BHAE Al A9 B4 AFTFEA AAT 6

2 ANEer 4

AoR A%

28 FOHHE/MHIL)

Az ¥ 28 =0F MRLHS

5G 0|54 #i=(back-haul) ZH]

HER oA YEITS ZEMAM

i HIO|EfMIE! TZ-Z EEPTN/POTN) &H| 2 30 2k2E A

HE=R AHA HEYIS HEUAH

A% HEZ UL I7l-F SEHPTN/POTN) &t| 3 DWDM/ROADM ZH|

HER oA YEITS ZEMAY

V. 7|tz 1}

> S 7199 A A A
- Y= W] we} &

% 5% Foln 14 3
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> I Fa71h9

- A7} A=RE 7]

=

MY A FEIAH AR A= s
e 873
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N

- A4 BB g B9 49 dEE 23 L 2 3 Auet /14 AYsh 44

- 8T TaE AV FER A YEYD THOR AHA WG 7aet Hlold
Hel S P Fo) AT, O, A4 el B4t 7)o

- RA ol ZRse FER A YEYD Qxet 752 9% 94 )& Hug
B8] A4 HI 529 dmet 7% 714 U L8 L5HeE FEdt] YEY A

- 234 8% FEAANE YEYD Qnete] fre =4
A L=t
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T Qls M2} 250 B2 HOIZ BRI

il A ADEAE] 2HE J|s-AY-3 5T

(% M= =Xtz MAPE AEHe=z AY)
HE At st Sol7)2, AR A
"= 712t 0 20199 98 12~108 31 712t L $AITS

HE AN VIS
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